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1. In this lecture, we will give you a first brief introduction to Blockchains.
2. Blockchains, like AI, are currently a hype topic in computing.
3. It is thus important to understand what they can or cannot do.



Learning Objectives

What is a Blockchain?

What properties are Blockchains claimed to have?

How does Proof-of-Work solve the Byzantine consensus problem?

Bitcoin and Payments: A good match?

What are other applications for Blockchains?
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Learning Objectives

1. One difficulty with Blockchains is that the term is not well defined. So we
will begin with a high-level illustration of the concept, omitting details that
do not universally apply.

2. Then we will look at what Blockchain proponents claim as the properties of
Blockchains.

3. The consensus problem is central to all blockchains, so we will explore this
in more detail.

4. Payments are seen as one big application domain for Blockchains, so we
will see how suitable Blockchains are for this key application.

5. Finally, we will see what other applications may benefit from Blockchains.



Blockchain1

1Illustrations by Alexandra Dirksen, IAS, TUBS [?]
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What is a Blockchain?

Blockchaina

aIllustrations by Alexandra Dirksen, IAS, TUBS [?]

1. We will begin our exploration with a simple transaction as a starting point:
Bob wants to buy a phone from Alice.

2. We’ll assume Bob already has some “money” in the system, let’s not yet
worry where it came from.
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Christian Grothoff NEXT , GENERATION , INTERNET 4

Blockchain

2
0

2
4

-0
5

-3
1 Blockchains

What is a Blockchain?

Blockchain

1. To make the transaction “real”, Alice and Bob take a snapshot of their
transaction data.

2. They then make it public by posting it on a public bulletin board.
3. Everyone in the world can then see that Alice sold her phone to Bob.
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What is a Blockchain?

Blockchain

1. Next, let’s assume Peter wants to buy a car from Charlie.
2. Now, in this case, it probably doesn’t matter that this happens after Alice

sold her phone to Bob.
3. But, sometimes the order of transactions matters.
4. Just imagine Alice buying the car from Peter with the money from Bob.
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What is a Blockchain?

Blockchain

1. Charlie and Peter can show that Charlie sells the car after Alice sold her
phone by putting the snapshot of Alice and Bob’s transaction into their
background when producing evidence of their own transaction.

2. This both affirms Alice and Bob’s transaction and establishes a transaction
order.

3. Cryptographically, it is of course enough to put the hash of the original
transaction into the new snapshot.
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What is a Blockchain?

Blockchain

1. As before, the snapshot of the new transaction is put up on the public
bulletin board.
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What is a Blockchain?

Blockchain

1. The hash of the previous transaction in the background “chains” the two
transactions.

2. If somebody wanted to now alter the transaction between Alice and Bob,
they would also have to alter the snapshot posted by Charlie and Peter to
ensure consistency of the chain.
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What is a Blockchain?

Blockchain

1. Further transactions follow the same pattern.
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What is a Blockchain?

Blockchain

1. Note that each new snapshot does not only affirm its immediate
predecessor, but transitively all previous transactions.
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What is a Blockchain?

Blockchain

1. Due to the use of a hash, the actual size of each block (snapshot) is pretty
constant: the reference to the previous block always has the same size,
regardless of how long the chain has gotten.

2. However, to fully understand the balances of people involved, we do need
the full chain, and not just the last snapshot.

3. So a Blockchain grows linearly as more transactions are added, so space
consumption is a key concern.
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What properties are Blockchains claimed to have?

Advertised Blockchain “properties”

1. Now, let’s talk about the properties Blockchains are frequently proclaimed
to have.

2. I’m saying “proclaimed” here, as each of these properties kind-of holds.
3. And the kind-of is critical as the limitations are serious sources of problems.



Immutability

Christian Grothoff NEXT , GENERATION , INTERNET 13

Immutability

2
0

2
4

-0
5

-3
1 Blockchains

What properties are Blockchains claimed to have?

Immutability

1. Immutability means that once a transaction has been posted, it is final and
cannot be changed anymore.

2. The claim does not arise from transactions being posted in public, as there
could be conflicting pictures posted in public.

3. Instead, the idea is that old transactions cannot be modified because one
would need to update all of the newer transaction records as well.

4. So this is a cost-based argument: to modify the transaction between
Charlie and Peter, we would need to re-do the work for subsequent
transactions between Eve and Alex and Armin and Ed.

5. But, at least in principle, it is of course always possible to re-do that work.
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What properties are Blockchains claimed to have?

Transparency

1. The transparency property is that everyone sees everything that is going on
with the Blockchain.

2. This is because all transactions are public on a bulletin board.
3. Sure, honest participants in the peer-to-peer network will share their view

of the Blockchain.
4. However, the Internet doesn’t exactly have a bulletin board, and

downloading large Blockchains (some have grown to many Terrabytes) can
be prohibitive for most users.

5. Also, network outages can still prevent timely visibility.
6. Finally, malicious participants can hide new blocks.
7. There are attacks where hiding new blocks from competitors can yield

economic benefits.
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What properties are Blockchains claimed to have?

Decentralisation

1. The decentralization claim is that anyone can participate in the system on
an equal footing.

2. There is no operator, the system operates as a permissionless peer-to-peer
network.

3. In reality, few users can afford to download the entire Blockchain, and to
effectively participate requires specialized resources.

4. Thus, very few entities end up dominating the process.
5. Finally, not all “Blockchains” are open decentralized peer-to-peer networks.

Sometimes closed proprietary systems with a well-defined restricted set of
participants are still called “Blockchains”. These are often called
permissioned or private Blockchains.
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What properties are Blockchains claimed to have?

Autonomy

1. Autonomy is about the Blockchain continuing to work even if some
participants drop out.

2. This ignores the issue that the participants that dropped out may have the
resources to create a competing fork of the Blockchain, thus threatening
immutability.

3. The possibility that anyone could find the resources to run a peer at any
time makes the system very hard to shut down legally.
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What properties are Blockchains claimed to have?

Anonymity

1. Anonymity technically is about ensuring that a transaction cannot be linked
to the individuals involved or other transactions (by the same individuals).

2. On a typical Blockchain, transactions are not actually between individuals
but between cryptographic keys.

3. Anonymity is claimed as the individual in control of a private key may not
be known.

4. However, multiple transactions by the same key are linkable, so often
Blockchains at best achieve pseudonymity which is a weaker form of
anonymity where transations can still be linked.

5. Pseudonymity can be difficult to maintain, as one transaction that exposes
the link to one’s identity may expose many other transactions linked to the
same key.

6. Furthermore, few Blockchains include anonymization at the IP layer, so
merely accessing the overlay network to add a new transaction has the
potential to break anonymity.



Summary: Blockchain “properties”
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What properties are Blockchains claimed to have?

Summary: Blockchain “properties”

1. Irreversibility or finality are a variant of immutability, which stresses that
transactions also cannot later be deleted. The same caveats as with
immutability apply.

2. Again, all of these only hold with significant caveats!
3. Immutability, autonomy, decentralization and anonymity are the key

reasons why Blockchains can be seen as “censorship-resistant”.
4. For example, some CSAM posted on some Blockchains cannot be

effectively removed.
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How does Proof-of-Work solve the Byzantine consensus
problem?

1. The most critical operation of any Blockchain is adding new transactions.
2. In practice, the process is not done for an individual transaction, but for a

set of transactions.
3. A block is thus simply a new set of transactions (with a hash chaining it to

its predecessor) that is being appended to the Blockchain.
4. Alice can use her private key to sign two conflicting transactions: one to

send all her money to Bob, and another to send all her money to Carol.
5. All transaction systems need to ensure consistency: agreement about who

owns what.
6. Thus, it is critical to determine which block is valid to decide: Should the

“money” go to Bob or to Carol?
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How does Proof-of-Work solve the Byzantine consensus
problem?

Proof of Work

1. Proof of work is an attempt to solve the Byzantine consensus problem.
2. Here, we have a cloud of conflicting possible future realities.
3. Each of these futures has a stakeholder (miner) that would primarily

benefit from this future.
4. These miners are competitors, each competing for their version of reality to

become consensus.
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How does Proof-of-Work solve the Byzantine consensus
problem?

Proof of Work

1. Proof of Work can be seen as a race.
2. The miners are challenged to solve a computational puzzle.
3. A typical puzzle involves finding an input that results in a (partial) hash

collision.
4. For example, given a future reality represented by block B, find an I such

that H(B, I) mod N ≤ M for a given value of N and M.
5. Given a cryptographic hash function, the chance of winning is M

N per
random input I.
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How does Proof-of-Work solve the Byzantine consensus
problem?

Proof of Work

1. The block proposed by the first miner to solve the puzzle wins.
2. Miners can improve their chances to finish the computational puzzle first

by putting in more computational power.
3. Usually, a monetary award is made to the miner who wins.
4. The choice of puzzle may provide advantages to miners using

general-purpose CPUs, GPUs or specialized ASICs.
5. Some Blockchains use puzzles that are not about computational power but

about storage space.
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How does Proof-of-Work solve the Byzantine consensus
problem?

Proof of Work

1. Usually, a monetary award is made to the miner who wins.
2. For example, in Bitcoin a special transaction that increases the money

supply is made to the miner’s account.
3. Outside of Blockchains, monetary policy issues are usually decided by

experts at central banks behind closed doors.
4. Money supply policies programmed into Blockchains are detached from

economic realities and used as a primary differenciator when advertising
new shitcoins to unsavy investors.

5. Algorithms designed to only ever create a finite amount of cryptocurrency
create artificial scarcity and thus embody the cryptocurrency with a sense
of value.
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How does Proof-of-Work solve the Byzantine consensus
problem?

Proof of Work

1. After the race is before the race.
2. Once a new Block was mined, all miners are supposed to start with solving

the next puzzle.
3. The general rule is that mining should be done on the longest chain.
4. The longest chain, that had the most puzzles solved, is considered “valid”.
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How does Proof-of-Work solve the Byzantine consensus
problem?

Proof of Work

1. Solving proof of work is a major contributor to global energy consumption.
Bitcoin alone clocks 137 TWh/year. (https://www.statista.com/statistics/
881472/worldwide-bitcoin-energy-consumption/)

2. Globally, we produce ≈ 29,000 TWh/year (https:
//www.statista.com/statistics/270281/electricity-generation-worldwide/).
So Bitcoin uses 0.5%.

https://www.statista.com/statistics/881472/worldwide-bitcoin-energy-consumption/
https://www.statista.com/statistics/881472/worldwide-bitcoin-energy-consumption/
https://www.statista.com/statistics/270281/electricity-generation-worldwide/
https://www.statista.com/statistics/270281/electricity-generation-worldwide/


Bitcoin for Payments

Bitcoin claims to be a payment system using a Blockchain:
▶ Public keys identify accounts, private keys used to send money from

the account into other accounts.
▶ Set of internally consistent transactions form each block
▶ Each block includes a transaction creating fresh coins and

transferring applicable fees to block creator
▶ Computational difficulty adjusts to mining power. A new block is

mined in ≈ 10 minutes
▶ Amount of bitcoin money supply created per block is exponentially

decreasing
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Bitcoin and Payments: A good match?

Bitcoin for Payments

1. Miners make two types of profits from each block they mine.
2. One source of income are the new bitcoins created, effectively inflating the

money supply.
3. The second source are fees paid by users wanting their transactions to be

included in the block.
4. Transactions with higher fees are thus more likely to be included in a block

by miners.



Rational Forking

Imagine:
▶ The previous block had a transaction from X to Y over 100 BTC with

a fee of 0.001 BTC, a block reward of 7.5 BTC and total transaction
fees of 5 BTC.

▶ The next consistent blocks can be assumed to again have block
rewards of 7.5 BTC and transaction fees of 5 BTC.

▶ The issuer X of the 100 BTC transaction now signs a conflicting
transaction where 50 BTC go to Z with a 25 BTC transaction fee.

What is the rational behavior for a miner M?
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Bitcoin and Payments: A good match?

Rational Forking

1. Re-mine the previous block P to produce a fork is clearly financially more
beneficial than mining the next block.

2. But, you want the other miners to then also move to your fork.
3. Thus, M should post another dummy transaction from M with say a 5 BTC

transaction fee that is only valid if M’s fork becomes the new longest chain,
effectively rewarding other miners to switch.

4. In reality, the game theory involved gets quite complex. Note that
especially the immutability and durability properties of the Blockchain
depend on the game-theoretic results of the case.



Bitcoin Payment flow (by W3C
Payment Interest Group)

Bitcoin Payment Protocol (BIP70)

Invoice Database

Invoice Database

Payee Website

Payee Website

Bitcoin Network

Bitcoin Network

Payer Wallet

Payer Wallet

Payer (Browser)

Payer (Browser)

1 Request checkout with Bitcoin

2 Generate Bitcoin address

3 Store invoice details

4 Basket Page with bitcoin: pay link

5 Click bitcoin: link

6 Wallet handles bitcoin: URL and extracts invoice URL

7 Request invoice

8 Get invoice details

9 Create PaymentDetails (Amount, Memo, Ref#, Pay URL)

10 Create PaymentRequest (Signed PaymentDetails)

11 PaymentRequest containing PaymentDetails

12 Confirm payment details?

13 Accept payment

14 Generate and sign payment

15 Signed payment

16 Submit payment

17 Payment ACK

18 Confirm payment is complete

loop [until payment is confirmed]

19 Latest confirmed transactions
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Bitcoin and Payments: A good match?

Bitcoin Payment flow (by W3C Payment Interest
Group)

1. Here is an example for a W3C proposal for using Bitcoin for online
payments.

2. Most of the details do not matter too much for us here.
3. But the critical step is the loop at the bottom in step 19.
4. Here, after the payer was given a payment confirmation, the receiver is

expected to loop until payment is confirmed.
5. But what does that mean? Satoshi’s original paper suggests to wait for 6

blocks after the block containing the transaction in question to avoid issues
with forks. At 10 minutes per block, this would take one hour.



The Value of Bitcoin
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Bitcoin and Payments: A good match?

The Value of Bitcoin

1. The market value of Bitcoin has been extremely volatile.
2. Reasons include hype-driven speculation and limited liquidity.
3. While this type of fluctuation inherently benefits some and bankrupts

others, we need to remember the golden rule of pure Pyramid schemes:
This is a zero-sum game, so what one person gains, another must loose.

4. Central bankers define “money” as an asset with 3 properties: it can be
used to purchase goods and services by entities other than the issuer,
serves as a store of value, and as a unit of account. [?]

5. To serve as a unit of account requires reasonable stability. Bitcoin is not
useful in that respect.



Mining

Mining requires:
▶ Learning pending transactions from peers
▶ Selecting a subset of of transactions which is valid (no double

spending) by computing current account balances against the
entire history

▶ Finding a hash collision (with adaptive difficulty)
▶ Propagating the new block to other miners

Usually specialized systems are used for finding hash collisions.
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Bitcoin and Payments: A good match?

Mining

1. Checking that transactions are valid requires checking a cryptographic
signature and an account balance.

2. To know all account balances, one must compute it from the (entire)
history of the Blockchain.

3. A single wallet can use many keys (= accounts) to hold its assets. Using
more keys may improve privacy.

4. Thus, there can be many more accounts than there are actual users on a
Blockchain!



Mining cost

Current average transaction value: ≈ 1000 USD
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Bitcoin and Payments: A good match?

Mining cost

1. This chart is based on the mining rewards from computing each block, that
is both the new money created as well as the transaction fees.

2. This total is than divided by the number of transactions in the block and
converted from BTC to USD using the current exchange rate.

3. It does thus not reflect the actual fee paid, but includes the cost all Bitcoin
owners are indirectly bearing via inflation of the money supply.

4. This is the rational limit of resources (hardware, electricity, bandwidth) a
miner would spend to on proof-of-work per transaction in a perfect market.

5. In reality, miners of course also compete by going for the cheapest available
electricity supply (= poor countries where governments provide subsidies
to make electricity affordable). Miners have of course also directly been
stealing electric power.
(https://www.bbc.com/news/uk-england-birmingham-57280115)

6. At this cost, using Bitcoin to transact is primarily rational for very large
and/or illegal transactions.

https://www.bbc.com/news/uk-england-birmingham-57280115


Bitcoin performance

▶ Privacy: all transactions happen in the clear in public view
▶ Latency: transactions take 1h to kind-of be confirmed
▶ Storage: grows linearly forever, no garbage collection
▶ Power: Bitcoin mining consumes more than the Netherlands today
▶ Rate: Network handles at most about 7 transactions per second
▶ Accountability: use of public keys as addresses enables criminal use

⇒ Bitcoin fever lasting for years. Why?
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Bitcoin and Payments: A good match?

Bitcoin performance

1. Privacy: So as a user, you have no good privacy assurances as you have to
assume that someone might be able to link the public key of your
account(s) to you eventually.

2. Latency: The EU now requires instant payments to be done in about 10
seconds between European banks. So 1 hour is not exactly fast.

3. Storage: This is a forever-cost. Even just 10 year retention that is common
in banking, storage costs can be a major IT cost driver.

4. Power consumption by country:
https://www.statista.com/statistics/1260553/eu-power-demand-country/

5. Rate: This is a theoretical limit, in practice Bitcoin has barely crossed over 4
TPS, despite having always over 100k transactions in the pool waiting to be
included in the block chain.

6. Accountability: Blockchains with stronger privacy assurances of course do
even worse here.

7. Why? Investors have an interest in pumping their investment!

https://www.statista.com/statistics/1260553/eu-power-demand-country/


Altcoins

▶ Dogecoin: same as Bitcoin, just named after a dog meme (an idea
that is obviously worth billions!)

▶ Zcash: uses ZKSNARKs3 to hide transactions (criminal activity on
Bitcoin was too low)

▶ Ethereum: run Turing-complete virtual machine logic in the
blockchain to enable “smart” contracts and arbitrary applications,
not just payments (is “Accelerando” an utopia or dystopia?)

▶ Polkadot: use side-chains to improve scalability

3≈ 1-15 minutes CPU time to create new transaction needed!
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Bitcoin and Payments: A good match?

Altcoins

1. Pumping and dumping is easier in illiquid markets. Thus, cryptocurrencies
proliferate.

2. Tons of possible design variations: different puzzles, privacy,
programmability, scalability

3. Proof-of-work is rather egalitarian; proof-of-stake more efficiently
distributes wealth to those already wealthy by giving those with the
biggest amount of coins the power to mine.

4. The elimination of private money issued by private banks and the
centralization of credit at a national (central) bank was one of the core
demands from the Communist Manifest (1848).



James Mickens on Blockchains

James W. Mickens is an American computer scientist and the Gordon
McKay Professor of Computer Science at Harvard John A. Paulson School
of Engineering and Applied Sciences at Harvard University. His research
focuses on distributed systems, such as large-scale services and ways to
make them more secure.

At the Digital Initiative’s Future Assembly on April 6, 2018, he presented
“Blockchains Are a Bad Idea: More Specifically, Blockchains Are a Very
Bad Idea.”
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What are other applications for Blockchains?

James Mickens on Blockchains

1. So maybe payments are not actually a strength of Blockchains. But maybe
there are other applications for Blockchains?

2. For this, we will now watch an opinionated talk by James Mickens.
3. He is probably qualified to speak on the subject, after all he explained at

USENIX Security that a core tenent of technological manifest destiny is that
history is uninteresting — which is key given that Blockchain proponents
seem to have “forgotten” the historical issues that led to the creation of
central banks. So what does he think of the Blockchain religion?



https://www.youtube.com/watch?v=15RTC22Z2xI (2018)

https://www.youtube.com/watch?v=15RTC22Z2xI (2018)
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https://www.youtube.com/watch?v=15RTC22Z2xI
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Break
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What are other applications for Blockchains?



Security Goals for Time Stamping
Services

▶ Document must have existed at the timestamp
▶ Modifications must be detected
▶ Document must have been created after the timestamp
▶ Validation of timestamp proof possible forever
▶ Non-repudiation
▶ No trusted third party (see [?, ?] for protocols with trusted third party)
▶ Availability
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What are other applications for Blockchains?

Security Goals for Time Stamping Services

1. Applications for time stamping include establishing ownership, for
example of prior art in patent or copyright disputes.

2. Timestamping services using a trusted third party have existed online and
offline for a very long time.

3. But as always, we do not like trusted third parties in information security.



Blockchain-based Time Stamping
Services

▶ https://originastamp.com/: Bitcoin&Ethereum, 100 timestamps $10
▶ https://blockchainsign.io/: Ethereum, 1 timestamp $5
▶ https://guardtime.com/: private KSI Blockchain (!?)

Key idea:

Data
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1
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What are other applications for Blockchains?

Blockchain-based Time Stamping Services

1. There are various commercial providers offering timestamping solutions
using Blockchains.

2. They differ in pricing and Blockchains used. I do not see a tangible benefit
of using a private Blockchain over just using some trusted third parties.

3. As putting data onto a Blockchain is expensive, the various documents to
be timestamped are hashed, and the hashes combined with each other in
a Merkle tree.

4. The root of the Merkle tree is than included in a block on the Blockchain.

https://originastamp.com/
https://blockchainsign.io/
https://guardtime.com/
https://originastamp.com/
https://blockchainsign.io/
https://guardtime.com/


Security Goals for Name Systems

▶ Query origin anonymity
▶ Data origin authentication and integrity protection
▶ Zone confidentiality
▶ Query and response privacy
▶ Censorship resistance
▶ Traffic amplification resistance
▶ Availability
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What are other applications for Blockchains?

Security Goals for Name Systems

1. QOA: We do not know who asked for name resolution. In traditional DNS,
the origin is only exposed to the ISP running the recursive resolver.

2. DOA: We want to make sure that the answer is correct.
3. ZC: The zone publisher does not want all records to be public, only given

the label one should be able to determine the record set. Not all labels are
public.

4. QRP: The name resolved (question) and the record set returned (answer)
are themselves private and not disclosed to the infrastructure.

5. CR: Authorities cannot selectively block access to some record sets.
6. TAR: The system cannot be abused as a traffic multiplier for DDoS attacks.
7. A: New zones can be added, and new record sets published and resolved.



Approaches Adding Cryptography to
DNS

▶ DNSSEC
▶ DNSCurve
▶ DNS-over-TLS (DoT)
▶ DNS-over-HTTPS (DoH)
▶ RAINS
▶ GNU Name System (GNS)
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What are other applications for Blockchains?

Approaches Adding Cryptography to DNS

1. These are all mostly cryptographic proposals making different political
trade-offs.

2. Except for GNS, they all assume some ICANN-like authority to manage the
root zone.

3. Even GNS supports (and would benefit from) trustworthy registration
authorities.

4. But can we do without a trusted third party like ICANN?



Namecoin

No need for a trusted third party: put the records into the Blockchain!

Or rather, put the public key of the owner and signed updates into it.

Plus, expiration rules.
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What are other applications for Blockchains?

Namecoin

1. And of course use our new utility token to pay for registration.
2. Big issues: trademark infringement, use by malware, etc.



Ethereum Name System4

Let’s have a smart contract in the Blockchain manage naming!

Blockchain contains smart contract and data who controls which name.

Contract allocates names under .eth using auctions.

4https://ens.domains/
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What are other applications for Blockchains?

Ethereum Name Systema

ahttps://ens.domains/

1. Why write another Blockchain? Ethereum is programmable!

https://ens.domains/
https://ens.domains/
https://ens.domains/


Ethereum Name System6
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What are other applications for Blockchains?

Ethereum Name Systema

ahttps://ens.domains/

1. Actual lookup is indirect: first lookup resolver code
2. Then ask resolver code for actual resultion result(s)
3. Issue: Ethereum chain is huge

https://ens.domains/
https://ens.domains/
https://ens.domains/


Handshake Name System8

Incremental improvements over Namecoin and ENS:
▶ New blockchain with “HNS” utility tokens
▶ Compact proofs: resolvers do not need the full chain
▶ Pre-reserved names (ICANN TLDs, top-100k Alexa domains)
▶ Air-drop to “stakeholders” to boost adoption

8https://handshake.org/

Christian Grothoff NEXT , GENERATION , INTERNET 44

Handshake Name System8

Incremental improvements over Namecoin and ENS:
▶ New blockchain with “HNS” utility tokens
▶ Compact proofs: resolvers do not need the full chain
▶ Pre-reserved names (ICANN TLDs, top-100k Alexa domains)
▶ Air-drop to “stakeholders” to boost adoption

8https://handshake.org/2
0

2
4

-0
5

-3
1 Blockchains

What are other applications for Blockchains?

Handshake Name Systema

ahttps://handshake.org/

1. Cryptographic improvement: secure name resolution without full chain
2. Social consideration: do not allow anybody to register any name

immediately, instead give existing DNS-owners grace period to register
“$TRADEMARK.hns”.

3. Presumes trademark owners care enough about potential success of
Handshake to spend money to buy HNS and register trademarks in yet
another (unofficial) TLD.

https://handshake.org/
https://handshake.org/
https://handshake.org/
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